
6 supply chain  
challenges and  
their solutions
Awareness of some of the most 
common supply chain challenges, can 
save time and ensure faster adoption 
in an ever-changing landscape.
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With a steep rise in supply chain cyberattacks, businesses are growing more 
and more concerned at how they can secure their infrastructure and ensure 
their data, systems and networks aren’t compromised. 

However, supply chains are complex and the alliances with other businesses 
may make your business vulnerable. With a supply chain that’s harder to  
control and supply chain management constantly evolving, it can be a  
challenge to businesses. Although, with significant technology advancements 
there are many challenges which can be solved in today’s new world.

Supply chain attacks 
rose by 42% in the first 

quarter of 2021

 ?  Did You Know?

Source: www.cips.org

Supply chain management is 
constantly evolving

How technology can play its part is not always 
clear. Recent events such as Covid, Brexit, 
and increased demand in eCommerce, are all 
contributing factors that overcomplicate an 
already complex supply chain management. 
This rings true, especially for small and 
medium companies lacking the resources 
of some of their larger competitors.

Being aware of some of the most common 
supply chain issues, can save time 
and ensure faster adoption to keep up 
with the ever-changing landscape. 

There’s never been a better time to look 
at how businesses can embrace the new 
world, drive efficiencies, reduce costs, 
gain agility and drive business value.
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Timely Billing and Payments
Given recent events, this is an especially sensitive subject with many organisations facing buyers 
wanting to stretch out payments to preserve their own cash flows.

One common way of buyers delaying payments is to advise that invoices received are ‘lacking’ 
correct details and ‘timeliness’. This situation worsens when the supplier is unable to track  
their receivables. 

There are current technological advances that allow all purchase orders and invoices to be sent 
and received electronically, by syncing systems between buyers and suppliers.

Integration with digital payment gateways such as PayPal, allow businesses to send out invoices 
with a ‘Pay Now’ button encouraging people to pay on receipt, as well as pay on  
receipt of statements. This can be further enhanced and automated using software that will 
email a customer at pre-defined times with reminders. This in turn reduces the overhead on  
credit control teams. 

Shipments and Delivery
This can become a point of friction for both suppliers and buyers. A buyer may complain of the 
supplier delaying the shipment of products, and not always being truthful about delivery.  
Whereas the supplier may complain that the buyer is not giving them enough notice with their 
purchase orders.

Having systems in place for the whole business to manage their processes, gives an overall 
picture of the truth. This means if the manufacturing of goods is going to be delayed, it’s very 
easy to update sales orders and have the right conversation with your customer at the right time.

Quality & Accuracy
Buyers often complain about the accuracy of shipments, especially as more and more suppliers  
are moving more towards ‘just in time’ supply. 

To ensure the customer experience is to the highest standards, accuracy and processing times  
are paramount. Most importantly, it’s key to ensure buyers receive their goods in good time,  
complete and undamaged.

Having the correct systems in place, and the correct data in those systems means a JIT 
manufacturing process is slick and automated. 

These systems can ensure purchase orders are suggested based on lead times to fulfil stock  
where needed, meaning the works order is complete and ready to send to your customer by  
the agreed date.
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Compliance & Risk
When you manage your suppliers are you challenging them on their own security & 
compliance practices? 

Analysis of publicly reported data breaches in Q1 of 2021 by the Identity Theft Resource Center  
(ITRC), found 137 organisations reported being hit by supply chain cyber-attacks at 27 different  
third-party vendors. 

Business Intelligence  
There has never been a greater need to monitor performance and trends, to make informed 
business decisions about the direction of the business. 

Being able to make smart business decisions relies on having the right data at the right time. It’s 
far too common for business leaders to review reports that could be 2-3 days old in today’s fast-
moving world. This results in a business always looking at what has gone wrong. 

Having up to date data that is proactively reviewed allows a business to look at what could go 
wrong and put measures in place to prevent this. Therefore, potentially saving costs and  
ensuring their customers receive the best service. 

Being able to integrate an ERP system with a BI tool, allows leaders to access that key 
information any time anywhere. With KPI reporting to have commercial conversations with 
suppliers and predictability based on historical trends. 

In order to minimise your supply chain risk you should look to:

 •   Understand the risks, by defining what’s important to you and what risks 
your suppliers pose based on how they protect themselves

 •   Establish control by setting minimum security requirements, and building control 
measures into your contracts when entering business with your suppliers

 •   Continuously improve the security of your supply chain by holding 
regular reviews or initiatives and building trust within

Source: www.ncsc.gov.uk 

You can perform some simple due diligence on your suppliers who have either direct  
or indirect access to your data.

http://www.ncsc.gov.uk
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Business Agility
Taking recent events such as Covid into account. We have seen a significant surge in online  
ordering and contact-less delivery requests globally.

Technology is at the forefront of enabling this, but equally this has created new vulnerabilities  
in businesses. Especially around cyber threats that are increasing at a steady rate.

Public cloud offers flexibility and agility, however if not adopted correctly, it can often lead to  
security and compliance issues. You should look to partner with a technology innovator who  
factors in security by design.

Staying Behind the Curve
Advanced technologies certainly help to improve the modern supply chain. It is, however,  
increasingly harder to just ‘keep up’ let alone to stay ahead of the curve. 

The key objective here is to find scalable solutions that allow flexibility for anything the  
industry throws at you. 

With automation now more available than ever before, Microsoft Power Automate is a great  
solution. Power Automate enables anyone in an organisation to automate daily tasks,  
increasing their efficiency and ensuring accuracy at the same time.

In addition to Power Automate, Sage can also help automate processes and facilitate your  
people to work from anywhere safely and securely. With Sage you can manage your business  
on the move, as the power of desktop meets the freedom of the cloud. Providing real-time  
business insights and data integration from anywhere, at any time.

Start to unlock the potential of the data you have already, with tools such as PowerBI to give  
you a rounded view of your data and empower the business to make positive changes.

Finally, when sharing data with suppliers and partners, do the due diligence and take advantage 
of secure tools such as Microsoft Information Protection. Keeping your sensitive data protected, 
wherever it lives or travels.

Partner with experts you trust, to help find the best options.

50% of companies believe that  
technological advancements have a strong 

impact on the supply chain, logistics, and  
transportation operations.

 ?  Did You Know?

Source: Forbes
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Chess is one of the UK’s leading independent and 
trusted technology service providers, employing 
300 skilled people across the UK, supporting over 
20,000 organisations.
By leveraging world-class technology, Chess helps you 
to connect your people, protect your data, grow your 
business, reduce your costs and work better together, 
which means your business, your people and your 
customers can thrive. At Chess, we’re passionate about 
our unique culture and our continuous investment in our 
people to be industry experts.

We’re extremely proud that our people voted us No.1 in ‘The 
Sunday Times 100 Best Companies to Work for’ list 2018, and 
we continue to celebrate more than ten years in the top 100.
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