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INTRODUCTION: NOW IT’S EVERYONE’S PROBLEM 
Severe cyberattacks were something organisations in the housing sector didn’t think 

they need worry about. At the time, this seemed reasonable: publicly reported incidents 

usually affected large, private companies filled with valuable resources such as intellectual 

property, sensitive documents, and payment data. Most likely, if a cyberattack did occur in 

a sector such as housing, it would be limited in scope and generic in design, an example of 

the devil takes the hindmost. 

Today, a few years on, and predatory cybercrime has spread to affect every organisation, 

including every type and size of housing association. Being of a certain size, in a certain 

sector, or operating as a non-profit or charity, is no longer a defence. What matters to 

cybercriminals is that an organisation has a mission to accomplish, which they attempt to 

disrupt, steal from, and monetize at almost zero risk to themselves. Now everyone’s head 

has a price on it.

Facing this challenge, the three housing associations we profile in this white paper have 

nevertheless developed their own solutions to the problems of cybersecurity risk, limited 

budgets, and complex technological constraints. A year or more of pandemic hasn’t helped 

matters, with many forced to move to remote working with zero planning or forethought. 

Some have struggled while others, unexpectedly, have flourished, using the opportunity to 

change the way they work to become more mobile and responsive. Time and again, small IT 

departments have shown flexibility and resilience, keeping their organisations functioning 

despite taking on a multitude of new cybersecurity and data protection risks.

This is hopeful for a sector undergoing a major digital transformation as technologies such 

as cloud applications, Internet of Things (IoT), artificial intelligence (AI) and automation 

start to exert their influence. Ultimately, what counts is that housing associations fulfil their 

remit to give tenants access to affordable, decent housing. If technology is a growing part of 

achieving that ambition, cybersecurity is fundamental to making it viable. As in many other 

sectors, housing associations must adapt to the acceleration of cyber-risks - but without 

panicking. Being a target is now a fact of life, but becoming a victim is not.
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1. WHEN DISASTER STRIKES
The IT team were certain they’d closed every entry route, so how had the ransomware attack 

got behind the organisation’s defences? 

The logs indicated that none of the employees had clicked on anything resembling 

a malicious email. It could have been an exploit kit hitting an unknown web browser 

vulnerability, but everything had been patched and there were no reports of critical flaws 

affecting the browser used by the organisation. Ransomware can sneak in the back door via 

unsecured Remote Desktop Protocol (RDP) ports, but all of those had been carefully secured 

with authentication for good measure. 

Finally, a suspect: the laptop of a remote employee whose anti-virus had failed to notice a 

new and aggressive type of ransomware jumping from an unauthorised USB stick. Most 

likely, when the employee connected to the network over the VPN, the malware got to work, 

spreading to any shared drive, server, or PC it could reach, before attempting to siphon 

credentials for any Active Directory controllers. Naturally, it hunted down backup systems 

because attackers are wise to that defence. None of this was apparent to the defenders until 

the extortion demand appeared on PC screens weeks after the original infection event. The 

result: a demand for the bitcoin equivalent of $50,000 for a key to decrypt the files on many of 

the organisation’s PCs and servers followed by a later threat to release customer data or face 

an even higher ransom.

This incident is imaginary, but its broad features repeated themselves in numerous 

extortion attacks affecting UK organisations in 2020, including a growing number in the 

housing sector. The idea of infecting an organisation with a USB stick might sound like an 

old-school throwback but at least two current ransomware types, Spora and Try2Cry, use 

this tactic, infecting removable media to spread themselves in a worm-like fashion. The 

defining characteristic of modern malware is this ability to crawl through any crack in an 

organisation’s systems, however small. The USB stick scenario is one possibility, but there 

are many others, including phishing, drive-by exploits, or the direct hacking of Internet-facing 

servers. Once inside, limiting ransomware’s spread can be a battle. This type of malware is 

often successful enough to evade detection for hours or even weeks. Should its presence trip 

software defences at some point, tracing it back to its origins is likely to be an anxious and 

time-consuming hunt for patient zero. 

Although ransomware is not the only threat, it is currently the most disruptive, and potentially 

long-lasting in terms of its effects. They start with a loss of service, which can extend for days 

or weeks, with some elements possibly taking months to reconstitute. Next, comes the loss 

of reputation and the cost of putting things back to where they were (see box: The high price 

of extortion), even for organisations with cyber-insurance. Worst of all, there’s the long-term 

issue of data loss and possible regulatory action.  

https://www.sophos.com/en-us/threat-center/threat-analyses/viruses-and-spyware/Troj~Spora-AD.aspx
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It’s not known how many UK organisations were hit by ransomware during 2020 but many IT 

professionals reading will probably have heard first or second-hand accounts of this type of 

attack among their peers.  Most are never made public, but when they are it usually happens 

by one of four routes:

Ì Alarmed customers notice something unusual.

Ì Researchers hear of an attack on the dark web or via an encrypted messaging platform.

Ì Criminals publicise what they have done.

Ì An attack is deemed notifiable under data protection or GDPR laws, for example

reporting the loss of personal data to the Information Commissioner’s Office (ICO).

The first three on this list are especially troubling because they imply that the victim 

organisation has not only been breached but might either not have realised yet or, perhaps 

worse, has realised but is keeping that fact to itself. 

Housing associations face this and other malware and hacking threats with the same set 

of protections and vulnerabilities as everyone else. What matters is that organisations 

use the tools at their disposal to their maximum capability, arming themselves with a 

set of technical and mental strategies to cope with an issue that is unlikely to recede any 

time soon. Organisations are not powerless in the face of cybercrime. Across the world, a 

generation of organisations that have built their networks in the shadow of digital crime is 

adapting to the challenge, discovering the strategies through which to successfully defend 

themselves. 
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2. PROTECTING THE HOUSING SECTOR
It is tempting to assume that cybercrime is a static problem which has worsened mainly 

because more criminals are trying their luck. This is partly correct; over recent years, 

once-occasional threats such as phishing attacks, business email compromise (BEC), 

and credential theft, have become a daily hazard for email inboxes in every organisation.  

However, what complicates this picture is that cyberattacks are also becoming both more 

sophisticated and tailored to compromise specific organisations. Criminals no longer 

simply probe networks and their employees on a speculative basis and have industrialised 

the process of looking for security weaknesses and penetrating deeper when they find 

them.  Severe attacks now unfold at incredible speed, sent by experienced criminals with 

a long list of victims to their name. What is clear is that countering this type of changing 

threat requires a similar evolutionary mindset from defenders.  No matter how good today’s 

defence, a plan will be needed to constantly tweak this as threats morph over timescales as 

short as a few weeks. 

The example we’ll focus on in this white paper is ransomware, which after a slow start over 

a decade ago has turned into the single biggest menace facing every organisation today. 

Sophos has conducted extensive research on the topic, including analysis of the Maze 

ransomware, Conti, SamSam, Netfilm, and Ryuk, to name only a few. Unfortunately, these 

are unlikely to be the last names on a roll of dishonour that will be added to for years to 

come. 

A different psychology 
All malware does something negative to computers, using stealth so that victims don’t 

know this is happening. The cockiness of ransomware is that, on the contrary, it eventually 

wants victims to know they have been infected. The thinking is simple: convince victims 

they have lost control of their computers and data and that paying up is the only way to 

return to a previously stable state.

While this ploy remains its foundation, ransomware is constantly being refined in ways 

defenders shouldn’t lose sight of. For example, these days ransomware attackers not only 

encrypt files but steal and threaten to release them publicly if a ransom is not paid. This 

double extortion technique has become almost universal among ransomware attackers, 

something with important implications for anyone caught out. Not long ago, a ransomware 

attack was about the time and expense of retrieving backups and cleaning an infection 

from equipment. The threat to release data automatically turns the same attack into a 

potential notifiable data breach, even if data is not released. The recovery scenario from that 

type of incident is also much harder to plot. 

https://news.sophos.com/en-us/2020/05/12/maze-ransomware-1-year-counting/
https://news.sophos.com/en-us/2020/05/12/maze-ransomware-1-year-counting/
https://news.sophos.com/en-us/2021/02/16/conti-ransomware-evasive-by-nature/
https://www.sophos.com/en-us/medialibrary/PDFs/technical-papers/SamSam-The-Almost-Six-Million-Dollar-Ransomware.pdf?cmp=26061
https://news.sophos.com/en-us/2021/01/26/nefilim-ransomware-attack-uses-ghost-credentials/
https://news.sophos.com/en-us/2020/10/14/inside-a-new-ryuk-ransomware-attack/
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It’s possible we are seeing the effect of double extortion on the rising level of ransomware 

pay-outs, which the  Sophos 2021 Threat Report found have risen dramatically over the 

last year from an average of  £60,500 per attack in Q4 2019 to £168,000 by Q3 2020. While 

some of this is explained by a smaller number of larger pay-outs, the trend towards higher 

ransoms is well established. The worry of course, is that while computers and applications 

can be reinstated or replaced, once data has been stolen, it is gone forever regardless 

of whether a ransom is paid. Once attackers have got hold of an organisation’s data, the 

assumption should be that is will have been traded on the dark web or encrypted platforms 

such as Telegram. That data will remain compromised forever and cannot be un-stolen.  

Data protection 
This threat has emerged at a time when organisations already have increased GDPR 

and UK data protection regulations to contend with. A steady stream of notifiable 

incidents of varying seriousness involving housing associations reaches the Information 

Commissioner, with 2019 research by Inside Housing finding that over a seven-month 

period the ICO recorded 86 incidents in the sector. Over a period of years, a growing number 

of organisations have reacted to this by both reducing the amount of notifiable and other 

sensitive data stored locally on devices and shared drives, often consolidating it in central 

applications where access to it can be limited using access control policies. This, in turn, 

seems to be driving a rise in interest in cloud ERP and CRM consolidation around platforms 

such as Microsoft Dynamics 365 and Azure AD. This doesn’t remove all data risk but means 

that an organisation can see where most of it is and how it is being accessed. 

Legacy technology  
During interviews with the housing associations featured in this white paper, we noticed 

the recurring issue of migration from legacy systems, motivated by a desire to limit 

or remove the effect on older technologies on cybersecurity risk.  Depending on when 

they were founded, many housing associations will have grown up using LAN-based 

Windows computers, with on-premise servers for email, housing management, and office 

applications and in some cases extra layers of complexity added due to mergers with other 

housing associations. These computers will have been defended using perimeter firewalls, 

intrusion detection appliances, and endpoint AV, with a certain amount of mobile device 

management (MDM) to accommodate smartphones and tablets. 

£60,572.35

£80,367.44

£128,361.73

£168,373.01

https://www.sophos.com/en-us/labs/security-threat-report.aspx
https://www.insidehousing.co.uk/insight/insight/the-big-data-dilemma-how-housing-associations-are-tackling-new-data-protection-challenges-64081
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From a security standpoint, this is brittle. Once an attacker breaches the perimeter, there is 

little other than basic network segmentation, domain security, and least privilege policies 

(assuming these are present) to stop them spreading deeper into the organisation’s 

systems. Older applications are also likely to have complex software vulnerabilities, which 

place a burden of patch management on IT staff. To counter this, many SMEs have sought 

to move to a layered security model, with a stronger emphasis on defending mobile devices, 

with as many applications as possible hosted via cloud applications and services. Indeed, 

as already noted, the cloud and unified CRM is an established trend, giving organisations 

access to the security policies and protections that come packaged with these services. 

Digital transformation 
A final important trend is digital transformation, which to some will sound like a fancy name 

for upgrading technology. In fact, organisations aren’t just buying slightly different systems, 

they seem to be buying them for different reasons. In the LAN and PC era, computers, 

networking, applications, and even Internet connectivity served as office support for the 

task of managing housing stock and supporting tenants. In the web age, however, IT is 

increasingly becoming part of the service, and not simply an enabler of it. Technologically, 

this covers everything from early projects using IoT for remote monitoring (smart connected 

homes), automated processing of tenant enquiries via the web, to mobile-equipped 

employees logging repairs after site visits. Of course, the roll-out of new technologies such 

as self-service portals and apps and IoT creates higher tenant expectations, as well as 

requiring that these technologies be offered in a secure manner, both of which add to the 

pressure on IT teams. 
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3. REMAKING CYBERSECURITY: CASE STUDIES
Rebuilding security from scratch

Action Housing and Support 

Website: https://actionorg.uk/

Founded: 1981, Rotherham

Mission: support the housing needs of vulnerable people

Properties: 400

Employees: 61

When Dan Pearson became Action Housing & Support’s first ever IT head in October 2020, 

he quickly realised the organisation’s network needed an urgent overhaul. Fortunately, 

he’d joined at a significant moment in Action’s history, a charity founded in Rotherham 

in 1981 to support people experiencing homelessness, substance abuse, mental illness, 

and learning difficulties. Over time, Action had grown to a headcount of 250 across eight 

physical offices managing an estate of around 400 properties, before more recently, and 

abruptly, slimming down to 61 staff to save money. 

What the new, smaller Action inherited from the past was a sprawling IT estate based on 

Citrix VDI thin clients across eight physical sites supported entirely via by outsourced IT. It 

was a setup built for a different era, which at least meant that reforming it was a blank slate, 

albeit it a large one - as Action’s sole and first IT person, Pearson had to take on all planning 

and implementation on his own. The new network had to be more secure and enforce better 

data protection, but also manageable. Some of the problems were quite basic; for example, 

the way staff were forced back to pen and paper when away from their Citrix desktops. 

What was coming next had to solve all this, and more. 

“The IT structure was close to big business size in a small business. It was massively over-

complicated. We’re now going from centralised IT to a decentralised structure because 

I feel that is stronger from a security standpoint.” This is a big change of culture for an 

organisation whose entire IT needs had been served by a central IT services company but 

the decision to move to an in-house model offered many advantages. 

“All Internet connectivity was via the Citrix datacentre, which caused a host of problems 

the charity didn’t understand.” Pearson’s solution in the front office was to use Microsoft 

365 and Azure AD and equip every employee with Microsoft Surface laptop/tablet hybrids 

to make possible a fully mobile workforce. “Whether they are in the office, in a coffee shop, 

working from home, the experience is going to be identical because I’m leaning on the 

Microsoft stack with OneDrive, SharePoint, Office 365, and migrating everyone to Exchange 

Online.”

https://actionorg.uk/
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Decentralised security 
Returning to a network built around Windows computers comes with risk. Immediately, 

the endpoint becomes a weakness and worries such as phishing attacks and data loss 

enter the equation. To counter this, Pearson configured the network in a decentralised 

way, with some elements of the security such as email filtering and the organisation’s 

property management, HR and finance systems hosted in the cloud, rather than on local 

servers. The devices themselves are protected by a mixture of Sophos endpoint and 

mobile device management and Microsoft Intune, with Azure Lighthouse providing IT 

service management, including the ability to monitor compliance, and perform updates. 

All incoming email is run through a cloud filtering service before it arrives, which offers 

suspicious content quarantining. Should a PC become infected, the network itself is 

carefully segmented at firewall level with port isolation to limit any spread, a configuration 

that makes sense on a multi-site network.

The ever-present worry is ransomware, something Pearson has personal experience 

of from years working for an organisation in the healthcare sector. “We suffered from 

ransomware numerous times in an 18-month period. On the fourth time, it affected the site 

I was responsible for, but we recovered it in four hours each time because of the backup 

schedule we had. We didn’t pay a penny.” This toolkit includes a cloud backup service that 

takes an hourly snapshot of the Microsoft 365 environment.  The laptops themselves 

come with the minimum storage they need to do their job, another tweak that limits the 

vulnerability that valuable data might accumulate on them. “By using decentralised IT, I’m 

limiting the spread and giving myself the best chance to avert disaster.”

Securing lockdown

Williamsburgh Housing Association 

Website: https://williamsburghha.co.uk/

Founded: Paisley, 1979

Mission: provider of high-quality affordable housing 

Properties: 2,200

Employees: 42

In early 2020, home or remote working was the sort of IT project most UK SMEs would 

have seen as something bigger organisations invest in for the chosen few. Within days, the 

SARS-CoV-2 pandemic swept this notion away, perhaps never to return. Suddenly, remote 

working had become the only working that was possible and every organisation found itself 

scrambling to solve a multitude of logistical and security challenges. 

A housing association that found itself in this tight corner was Williamsburgh Housing 

Association in Paisley, a charitable non-profit managing 2,200 properties in and around 

Glasgow. With a workforce of 42, the support job fell to an in-house team of two, led by IT 

and systems officer, John Kelly. Some organisations pondered furlough, but Kelly knew that 

wasn’t an option - housing associations must be there for tenants come what may.

The first hurdle was how to give staff access to their Windows 10 PCs when nobody was 

https://williamsburghha.co.uk/
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allowed to visit the office. With no laptops to turn to, the quickest solution was to send 

every employee’s PC to their home, pre-configured to connect to Williamsburgh’s housing 

management system and Microsoft 365 via VPN, upgraded with Wi-Fi cards for home 

broadband access. Mirroring what was happening in organisations across the UK, Kelly’s life 

was suddenly very busy. 

“Initially we had lots of support calls to deal with from staff unable to access resources in 

our office. Most of the time this was due to them forgetting to make the VPN connection, 

but things eventually settled down.” Phones were the next hurdle – staff had taken to using 

their own for contact with tenants, a less than ideal stopgap. The only solution was to give 

every employee a work phone.

Within 10 days, Williamsburgh was back up and running but the biggest challenge of all, 

cybersecurity, had only just begun. The organisation’s network is protected using a layered 

approach built around a central firewall, Sophos endpoint security and Central console for 

real-time status, and LogMeIn for remote support. But inevitably, having once office-bound 

teams working from home puts more pressure on protection, which is why Kelly is glad that 

Williamsburgh invested in phishing awareness training with Sophos while conducting a 

recent penetration test to spot obvious holes. Constant monitoring of what is happening on 

the endpoints is essential, says Kelly. 

“We have all the PC’s set to automatically boot up on a Saturday morning and when the 

Window patches are set to download and install.” This requires manual checking. “In 

people’s homes, there is always a risk of them switching the power off.” 

Response plan 
The organisation has a strong password policy – 16-character passwords with mandated 

changes to counter the possibility of re-use – backed up with a lot of reminders. “We’re 

always drumming into staff the risk of phishing emails. Consequently, the staff are on the 

ball and will often forward emails asking us whether they look dodgy.” The anti-ransomware 

plan B involves a comprehensive backup system and rapidly enlisting IT support company 

if the worst happens. They also have rainy day cyber-insurance. “If we had a major incident, 

we would involve them. If it involves multiple servers and PCs, it’s best to involve more 

people at a high level.” Kelly’s advice is not to worry about seeking help – no small IT team 

can cope with a major incident. “You can’t always do it on your own.” 
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Thinking like a hacker

Futures Housing Group

Website: https://www.futureshg.co.uk/

Founded: 2003 (as Amber Housing), Ripley 

Mission: Provide great homes, great services and great tomorrows for our customers

Properties: 10,000

Employees: 470

The story of Futures Housing Group reads like a history of the housing association sector in 

microcosm. As with many of its peers, Futures started life managing properties transferred  

to it by a local authority. In Futures’ case, this happened in 2003 as Amber Valley Housing, 

responsible for 3,000 homes. Four years later, Futures Housing Group was created after 

a merger with Daventry and District Housing, and the organisation was suddenly much 

bigger. Despite this, some things were slower to change, says head of ICT, Gavin Hitchcock, 

who joined shortly after the merger.

“It still felt like the council and was very old school with a lot of legacy IT. The emphasis was  

on PCs and user support,” he remembers. The organisation’s network was also less than 

half its current size, limited to a single site. It was a model in which IT received investment 

as a support mechanism rather than something fundamental to the organisation’s future. 

Since then, the organisation has expanded through further acquisitions as well as its own 

ambitious development programme to manage over 10,000 properties, which alongside 

the addition of new workspaces, has transformed how it uses technology.

Now in the ranks of a medium-sized housing association, the challenge has become 

meeting the ICT needs of a much bigger workforce as well as expanding responsibilities and 

approach to technological risks. “Our size gives us economies of scale but it’s about being 

smart with what you’ve got. For example, if you can use automation to streamline manual 

processes, you can do more with those resources.”

The IT team of 14 looks after the highly mobile workforce of 470, covering user support, 

application support and infrastructure, and security, using a spread of Sophos endpoint 

products to protect PCs, mobiles, and servers, shielded by SG Series UTM firewalls. “Ten 

years ago, you’d have been running anti-virus on the desktop PCs, largely signature based 

protection against common viruses. Nowadays, it’s all new variants and zero-day attacks, 

and you must protect against what you don’t know. It’s more behavioural based, looking for 

suspicious activity.”

https://www.futureshg.co.uk/
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Back to tape 
Hitchcock believes security is about paying attention to what you can control, which is 

why the organisation has invested in positive user education and training. Futures uses 

Facebook Workplace to engage employees in being proactive around security and to share 

examples of their own security experiences; such as when they receive scam SMS texts 

or phishing emails. This is reinforced with online training sessions, phishing simulation 

software tests, and formal sit- down ‘think like a hacker’ training.

But even with this in place, Hitchcock knows it takes only one mistake to open a hole. One 

issue is convincing teams that a relatively small, regional organisation and its data might 

be of interest to hackers in the first place. “Ransomware is probably the single largest threat 

and gives people with my job the most sleepless nights.”

This was enough to send Hitchcock and his team back to a technology they’d previously 

celebrated getting rid of - tape backup. “After risk-assessing it, we brought tape back to give 

us a completely off-network copy of our data.” Conventional backup is no longer enough 

because the attackers will find a way into that too, he warns. Nothing underlines how

IT has changed in the nearly 13 years Hitchcock has been working for Futures than the way 

cyberattacks have become the number one risk for housing associations.
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4. THE ART OF DEFENCE – 
WEAKNESSES TO LOOK FOR
Security has elements that can be taken as given. Every SME will run some form 

of anti-malware software on endpoints including Macs, backed by MDM for iOS 

and Android mobile devices. Firewalls are universal, often with Unified Threat 

Management (UTM) intrusion detection and a patching schedule for updating. 

Nevertheless, even best practice can leave invisible gaps and uncertainties. 

Patching blind spots are multiplying  
An organisation has patched the usual suspects but what has it missed? The answer 

could be hardware drivers for graphics and ethernet cards, which now regularly report 

security flaws which could be exploited by hackers. Meanwhile, there is a growing 

burden of firmware patching caused by vulnerabilities in low-level software such 

as UEFI (a theoretical target for ransomware) and Intel’s Management Engine (ME). 

Checking the software state of these hidden elements should be a high priority. 

Control outbound traffic as well as inbound 
It’s an easy mistake to assume that because threats originate outside the firewall, 

inbound traffic is the threat. In fact, outbound control on the UTM firewall is 

every bit as important because it’s how attackers set up command & control for 

botnets, ransomware, and the steal data they access. Distinguishing friend from 

foe is challenging because malware often looks legitimate and increasingly uses 

encryption, such as TLS, to hide its content. Getting on top of this requires traffic 

monitoring tools and plenty of detective work to spot compromised devices. 

Remote working is a details game 
Controlling unsanctioned apps, portable storage, and shadow IT misconfiguration on a 

LAN is hard enough. Doing it when the entire workforce is connecting from their homes 

is the same problem but with far less visibility.  There’s also the likelihood that, unless 

barred from doing so, employees will download video sharing and messaging apps to 

make their isolated jobs easier, thereby creating data protection issues that can’t be solved 

with more encryption. Short of top-down monitoring, one approach is to allow staff to use 

apps from an approved list, making sure these are integrated into patching schedules. 

Penetration tests are a baseline  
Pen tests are an important starting point for cybersecurity risk assessments because 

they offer insights to vulnerabilities under real-world conditions. They also show how 

this is affected by human interactions and assumptions and not simply equipment. 

The caveat is that small organisations are unlikely to conduct expensive and potentially 

disruptive tests regularly enough for it to represent more than a snapshot of their security 

state at one moment in time. But organisations looking to measure the improvement 

in their security over time will find an independent pen test is a good baseline.  

Microsoft 365 protection is only one layer  
Many housing associations are standardising on the ‘Microsoft stack’, which - 

depending on the plan - brings with it an expanding range of security policies 

via Defender 365 covering anti-phishing, document security, and attachments 

in SharePoint, OneDrive, and Teams (larger organisations might also encounter 

the cloud SIEM and management tools, Azure Sentinel/Lighthouse). It’s best 

to see this as an extra security layer, rather than a replacement for dedicated 

endpoint security which has been designed to spot new and unusual threats.

https://www.forbes.com/sites/johndunn/2020/12/18/ransomwares-next-nasty-surprise-pay-up-or-well-brick-your-pcs-uefi-firmware/
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Authentication is the new minimum 
The passwordless office is the future and always will be, runs the quip. Flawed 

as passwords might be, the need to support legacy applications means that 

many organisations can’t leave them behind quickly or easily. Nevertheless, it’s 

still essential to offset password weaknesses with multi-factor authentication 

and single sign on (SSO), which are effective at countering attacks such as 

phishing. For organisations using remote access, authentication is a must.  

Don’t forget the human  
The biggest target for any attacker is the employee or end user, hence the ubiquity of 

phishing attacks designed to steal credentials, and business email compromise (BEC), 

which exploits user assumptions about identity. This emerged from the realisation that 

it doesn’t matter how much technology organisations deploy to defend themselves if 

this can be bypassed using social engineering. User education is the obvious answer, 

changing the assumptions of trust that users make when using systems such as email. 

However, it’s not a magic fix. Awareness needs to be about constant reminders as well 

as hands-on training. And because threats evolve to take account of human psychology 

– including the possibility of inadvertent misuse - education must adapt to that.

73%
Of attacks result 

in data being 
encrypted

56%
Used backups 
to get the data 

back

94%
Of victims get 

their data back

The high price of extortion
When Sophos questioned 5,000 IT managers from 26 countries for the State of 

Ransomware Report 2020, it found that ransomware has become a universal experience 

affecting all sizes of organisations, business types and countries. In three quarters of cases, 

when an attack is detected, data is successfully encrypted. This might sound discouraging, 

but the fact that a quarter of attacks are stopped (22% in the UK), is a sign that anti-

ransomware security is starting to have an effect. This included cloud data, with 59% of 

victims mentioning the encryption of cloud as well as on-premises data. Most of this would 

have been resources such as Google Drive and Dropbox, rather than Azure and AWS, but it’s 

a warning that local data is not the only resource that’s at risk. 

Importantly, the study found that 94% of organisations got their data back, 68% by using 

backups or ‘other means’. However, of the quarter who resorted to paying the ransom, 95 

percent doubled their remediation costs as a result. In countries such as the UK, these can 

run to hundreds of thousands of pounds per attack, primarily in additional labour costs.  The 

takeaway from this is that effective backup halves the cost of remediation, worth bearing 

in mind when justifying this type of investment. A second is not to over-rely on cyber-

insurance – in the UK, nearly one in three policies didn’t cover ransomware.

https://secure2.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
https://secure2.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
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5. INCIDENT RESPONSE – WHAT TO DO
The member of the IT team receives a confirmed report that a ransom note has appeared 

on the screen of an employee. What do they do next? It’s the worst-case scenario but it 

highlights the first and most important part of every response plan – good training and 

careful pre-planning. That person must know exactly what to do, and not do, and in what 

order. “SMEs typically plan to call for external help at some point, but in the seconds and 

minutes after it becomes clear that ransomware has reached one or more machines, 

the organisation will usually be on its own,” comments Sophos director of public sector, 

Jonathan Lee. His recommendation is to start with a simple checklist, which includes:

 Ì Immediately communicate with other members of the IT team as well as employees, 

bearing in mind that the email system might be compromised, for example using 

phones or a separate mobile messaging platform. 

 Ì The affected system should be shut down and physically disconnected from the 

network after identifying the specific type of ransomware involved.  Other non-essential 

endpoints should immediately be shut down and isolated, as should Wi-Fi access points 

and the employee VPN. 

 Ì Staff should analyse how big the attack is, checking for reports on other PCs, servers, 

shared drives, and cloud backup systems. This might require looking at logs and 

checking RDP for access or weak accounts.

 Ì A check should be run on core resources such as the integrity of Active Directory 

controllers, the email server, and major applications/servers.

 Ì The response plan will mention the need to start reinstating secure backups to 

machines inside VLANs ASAP to minimise disruption.

Threat analysis and response 
“This checklist will differ between organisations and is only a guide. Defenders still 

need to assess the extent of an attack and trace it back to its root cause,” says 

Lee. “What counts here is to employ security products that work in concert to cope 

with every element of a ransomware attack.” Using Sophos as an example: 

 Ì On the endpoint where Sophos CryptoGuard monitors Window PCs, servers, and Macs 

for unusual file encryption, providing rollback where necessary.   

 Ì Intercept X with endpoint detection and response (EDR) additionally detects 

ransomware attacks that may have gone unnoticed and search for indicators of 

compromise across the network. 

 Ì Where services are needed, Sophos offers Managed Threat Response (MTR) and 

Rapid Response providing 24/7 automated and manual threat response actions to 

understand and mitigate the most extensive ransomware attacks. These are also useful 

for post incident analysis such as tracing an attack’s origins.

 Ì The Sophos XG firewall with integrated Intrusion detection, the ability to lock down RDP 

(a common target for ransomware), and the ability to segment the network into VLANs 

to limit the spread of ransomware.

https://support.sophos.com/support/s/article/KB-000036287?language=en_US
https://www.sophos.com/en-us/products/managed-threat-response.aspx
https://www.sophos.com/en-us/products/managed-threat-response/rapid-response.aspx


Housing Association Cybersecurity 

16March 2021

Getting ahead 
Incident response always begins with preparation ahead of time. This starts with threat 

intelligence to become acquainted with the real-world ransomware campaigns circulating 

at that moment in time. Says Lee: “All ransomware encrypts and steals data but knowing 

the enemy is about understanding the differences between one kill chain MO and another.” 

He also recommends adopting the approach set out in the Sophos Incident response plan:

Ì Identify critical assets (i.e., admin accounts) and establish response workflow.

Ì Nail down these with maximum authentication and careful patching.

Ì Run fire drills to test response.

Ì Implement access control.

Ì Invest in high quality investigative tools.

Ì Conduct awareness training (for example Sophos Phish email attack simulation).

Ì Hire an MSSP as backup after assessing what the provider will and won’t do, and on

what timescale.

On the final point: “Even organisations with an inhouse IT team will still have gaps in 

their coverage, for example at weekends and holidays. Good MSSPs will offer a depth of 

knowledge of specific ransomware attacks and be experienced at incident response,” says 

Lee. 
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