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Penetration  
Testing
Why Penetration Testing is  
Vitally Important for Every  
Networked Organisation
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Introduction
In our recent “Buyer’s Guide to Penetration Testing” we 
explained the criteria you might want to use when selecting 
a third party organisation to conduct a penetration test.

We also observed that it’s very common for 
penetration test reports to reveal a mix of 
expected and not-quite-so-expected results, 
some of which may be a cause for concern. 

Yet this is the whole purpose of a 
penetration test (or ‘pen test’) as 
we’ll call it. If a pen test contains a 
few surprising results for network 
administrators who may previously 
have thought their network security was 
water-tight, it’s surely a good thing. 

As a Crest-accredited and highly 
experienced provider of penetration 
testing, Chess has some of the 
most technically accomplished and 
experienced engineers in the business.

To produce this report, we asked them 
to tell us about the most common 
vulnerabilities they uncover in their 
day to day pen testing activities. 

Read 12 Common Vulnerabilities 
Found During Penetration Testing to:

•  Help you make a business case 
for penetration testing.

•  Learn more about the sorts of 
vulnerabilities that you might 
unknowingly be allowing on your network.

•  Prepare your team for the sorts of results 
your penetration tester might uncover.

Part 1 of the report covers the most 
common administrative security 
vulnerabilities: unpatched internal 
systems, legacy systems, use of default 
credentials, inappropriate privileges, 
phishing, weak password policy, unlocked 
workstations and poor physical security.

Part 2 covers more in-depth technical 
vulnerabilities: null session SMB, 
turned off SMB signing and LLMNR 
poisoning/relaying, SQL injection 
and cross-site scripting (XSS).
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Pen testing is a type of security 
assessment designed to replicate 
the actions taken by a malicious 
actor (hacker) but in an ethical 
manner. It may also sometimes be 
referred to as ethical hacking.

Usefully, part of the definition of pen 
testing offered by CREST (the security 
accreditation authority) says: 

“Penetration testing looks to exploit known 
vulnerabilities but should also use the 
expertise of the tester to identify specific 
weaknesses – unknown vulnerabilities – in 
an organisation’s security arrangements”.

Source: CREST

Recap on the Importance of 
Penetration Testing
If your business handles data or customer details, collects 
financial information, develops commercially sensitive 
intellectual property or is simply aware of the risks posed 
by some of the less savoury elements on the internet – 
you’ll want penetration testing.

Common Vulnerabilities Found 
in Penetration Tests
Often, vulnerabilities uncovered by a Pen Test Engineer 
would require sophisticated hacking capabilities in order 
for a breach to take place. In some cases, user interaction 
may be required to succeed, whereas others may stay 
completely under the radar. 

Nonetheless, many emanate from a network or system weakness of the sort that 
attackers specifically seek to exploit. 

Other vulnerabilities such as weak passwords, default access credentials being left in 
place and out of date systems come about as a result of poor administrative practice, 
while others still are down to lax physical access issues which may allow those with 
malicious intent to steal sensitive data or devices right from under the noses of employees.

Let’s look at the 12 most common vulnerabilities discovered by Chess penetration testing 
engineers in the course of their work.

Below, we’re going to reveal some 
of those ‘specific weaknesses 
and unknown vulnerabilities’ that 
our CREST-accredited security 
engineers have uncovered during 
their penetration testing work.
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1. Unpatched Internal Systems
 Unpatched internal systems are generally old software applications and operating 
systems which have not been updated to the latest versions. Usually, new updates and 
upgrades have been released for these software systems, but for some reason have 
not been applied. 

Updates and upgrades (also referred to as patches) are usually released for various 
reasons such as to improve usability and functionality – but are also released to plug 
known security vulnerabilities. Hackers often know about these security vulnerabilities 
and target their attacks to exploit them and gain access to the wider network.

What’s the danger?

There are many reasons why internal software systems may not be patched, including 
a fear of breaking the network. Other times, it may be due to compatibility issues or 
simple lack of knowledge or resource. 

The risk of leaving systems unpatched is that they quickly become vulnerable to attack 
by exploits such as MS17-010 (also known as Eternal Blue), which was used widely in 
the WannaCry ransomware attack on the NHS. 

2. ‘Legacy’ Systems
Very simply, if one business acquires 
another, it may integrate some or all of 
the systems of the new business into 
its own – or vice versa. Occasionally 
however, certain systems such as web 
portals are left ‘unattended’ with no 
ongoing management or ownership. 
Old web portals are often left 
abandoned in this way.

What’s the danger?

Abandoned or forgotten systems, often 
using legacy, unpatched, out of date 

software can sometimes be left running 
for years. This is particularly common 
in organisations where staff turnover 
is high or large numbers of contractors 
are used, or where documentation is 
poor or non-existent.

Old software, especially if it’s been 
left for 4 or 5+ years is particularly 
vulnerable to attacks such as SQL 
injection. This enables remote code 
execution allowing a malicious actor 
to take over the system and gain a 
foothold on your network.

3. Use of Default Credentials
The term ‘default credentials’ relates to the username and password for systems that 
were set by the manufacturer to enable easy first-time configuration – and often are 
simply set to “admin” and “password”.

With network devices such as routers, and even systems such as CRM and payroll, Pen 
Test Engineers commonly find that these devices and systems have not been properly 
configured, and that default login credentials are still in place.  Failure to change these 
credentials may come down to poor security implementation, a lack of knowledge and 
awareness or simply a lazy approach to password management.

What’s the danger?

Attackers know that systems and devices are commonly left with default credentials 
in place, and that with a bit of guesswork they can easily log into these systems to find 
and steal sensitive information. 

Worse still, they can then set router or system credentials themselves, locking genuine 
administrators and users out in order to pursue their own agenda.

Part 1: Common Administrative 
Vulnerability Findings

There are many  
reasons why internal 
software systems 
may not be patched, 
including a fear of 
breaking the network.
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4. Inappropriate Privileges
What are inappropriate privileges?

If ordinary network users have 
administrator or other high-level 
privileges that afford them access 
(for example) to confidential network 
resources or security systems, this 
increases the potential number of 
vulnerable and insecure access points on 
the network.

Admin privileges should be allocated only 
to the people that require them, based on 
the nature of their job and responsibilities. 
For example, the Head of IT needs admin 
privileges on the firewall, whereas the 
receptionist almost certainly does not. 

Additionally, where a user may need 
administrative privileges, these should be 
provided via an additional administrative 
account rather than via their existing 
(standard) account. This would allow the 
user to perform day to day tasks on their 

standard, unprivileged account, whilst 
limiting the potential compromise of 
administrative privileges.

What’s the danger?

If inappropriate privileges are given to 
users that do not require them, a hacker 
gaining access to that user’s computer 
(via a phishing attack for instance) could 
then establish a  foothold on the network 
and potentially navigate laterally around 
the network connecting to different 
servers at will in order to harvest further 
credentials, data and confidential 
information, eventually escalating to a 
Domain Administrator. 

5. Weak Password Policy
Password policies fail because they 
do not enforce key password rules, 
for example by:

•  Allowing passwords to be too 
simple (also called weak).

•  Permitting use of the same 
password on multiple systems.

•  Not training network users in 
password security, e.g. stressing 
that they must not be written down 
or shared with others.

For a password policy to work 
effectively, it must enforce key 
password rules. For example, 
Microsoft’s current default password 
policy requires passwords:

 

•  To be a minimum of 8 characters.

•  Not to contain the user’s  
account name.

•  To include three of the following:

 - Uppercase letters

 - Lowercase letters

 - Base 10 digits (0 through 9)

 -   Non-alphanumeric characters, 
e.g. $%!?

What’s the danger?

If passwords are “default” or too 
simple, they can be guessed. If used 
widely on multiple systems, once 
compromised, they can allow access 
to all those systems.

Common default usernames include: 

•  admin

•  administrator

•  root

•  system

•  guest

•  operator

•  super

Common default passwords include:

•  blank

•  password

•  pass123

•  password123

•  admin

•  guest

Source: OWASP Testing Guide

Admin privileges should 
be allocated only to the 
people that require them

mailto:marketing%40chessict.co.uk?subject=12%20Common%20Vulnerabilities%20Found%20During%20Penetration%20Testing
http://www.owasp.org/index.php/Testing_for_default_credentials_(OTG-AUTHN-002)


  sales@chessICT.co.uk     ChessICT.co.uk | 1110 | 12 Common Vulnerabilities Found During Penetration Testing

6. Phishing
Unsuspecting users who are not vigilant when clicking on email links are all highly 
vulnerable to phishing. Phishing attacks are one of the most common forms of 
exploitation and are seen every day in their thousands. Many are caught by gateway 
spam filters or sent to junk folders, but occasionally a phishing email will make it to 
an employee’s inbox. If an employee is duped into clicking malicious links or entering 
credentials on a malicious site, it can open up the network to attack.

What’s the danger?

Senders of phishing attacks aim to make the content of their email seem 
familiar to the recipient. For example, during a spell of hot weather, they may 
send emails purporting to come from the company HR department with 
important information about hot weather dress code policy. Are shorts and 
flipflops finally allowed in this 30-degree heat? Recipients are invited to click 
on the link to check permitted hot weather dress code – for which they need 
to enter their username and password. With these credentials, the hacker can 
now gain a foothold on the network and escalate privileges - all remotely. 

7. Unlocked Workstations
People who work in an office may 
assume that their colleagues won’t 
interfere with their computer or check 
messages on their phone every time 
they get up to make a coffee or go to 
the bathroom. Another route taken by 
hackers is to stay behind and ‘work late’ 
after everyone else leaves, providing 
the opportunity to snoop around your 
workstation and look for credentials 
written on paper that can be used to 
obtain account access. This is an easy 
attack and can be prevented with a 
“clear desk” policy.

What’s the risk?

Yet if you don’t lock your computer 
when you leave your desk, someone 
with malicious intent such as an 
imminently departing member of 

staff (e.g. someone about to join a 
competitor) or an opportunist visitor 
may see this as an opportunity to 
hop on your computer. In just a few 
seconds, they can plug in a USB drive 
which delivers a payload to your 
computer and establishes a session on 
your network. In this way, the individual 
can establish a foothold onto the 
network, gain control of your account 
and steal network-based data without 
being anywhere near your machine. 
You’ll be none the wiser.  

8. Lack of Physical Security
Most buildings have a locked door 
with a passcode, RFID scanner or 
reception desk in the lobby area – or 
a combination of these. Yet malicious 
attackers try all kinds of methods 
to bypass these measures, such 
as simply walking straight past a 
reception desk as though they know 
where they are going or entering 
the building from a door round the 
back where staff are smoking.

Physical security is something which 
employees need to be aware of and 
vigilant about, even to the point of 
challenging unfamiliar visitors. It’s 
one of the hardest security policies to 
implement because – quite naturally – 
many people feel awkward confronting 
people and would rather just trust 
that an unfamiliar face belongs to an 
employee or bona fide visitor.

What’s the risk?

By having only lax physical security 
measures, organisations risk allowing 
potential attackers into the building. 
Once inside, the attacker has free range 
to drop malicious machines on to the 
network or find a meeting room to 
set up sniffing technology to harvest 
information and exploit the network.

To prevent such attacks, organisations 
should train all employees to:

•  Lock all appropriate doors.

•  Wear ID badges.

•  Look at the ID badges of  
others make sure the face and 
credentials match.

•  Challenge those who look out  
of place.

Receptionists and security guards 
should be rigorous in preventing access 
to individuals not wearing an ID card. 

Another route taken by 
hackers is to stay behind 
and ‘work late’ after 
everyone else leaves
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9. Null session SMB
Null sessions are anonymous, unauthenticated (i.e. requiring no login/password) 
sessions on the Server Message Block (SMB) service as used, for example, with 
shared printer services. A null session SMB (Server Message Block) enables an 
attacker to gain access in the same way to a private administrative share on the 
network without a password, similar to that of anonymous FTP or network guest. 

What’s the danger?

Once connected, attackers can navigate to a remote SMB share and see 
everything hosted on that share including private information, user IDs, share 
names and other sensitive data. They can also gather information about the 
system and its configuration, as well as editing parts of the registry.

10.  Turned off SMB Signing and LLMNR Poisoning /  
Relaying (Spoofing)
One of the most common vulnerabilities found during penetration testing is that SMB 
signing has been turned off (or has not been turned on). Potentially it can enable an 
attacker to gain high-level privileges on a network.

By default, SMB signing is turned off on normal workstations but is on by default  
on servers.

What’s the danger?

A common argument for keeping SMB signing off is that improves network speeds. 
While this is true, it leaves a target vulnerable to a LLMNR (Link-Local Multicast Name 
Resolution) relay/poisoning attack – also known as spoofing. 

This allows the attacker to capture messages around the network and, by impersonating 
the bona fide server, to escalate to higher-level accounts and steal confidential data.

11. SQL Injection
Despite featuring as one of the Open 
Web Application Security Project’s 
(OWASP) top threats for more than a 
decade, SQL injection is still commonly 
found when performing web application 
pen tests and is one of the many ways 
in which an attacker can gain a foothold 
on to an organisation’s network. 

SQL injection works by manipulating 
a flaw in web applications where user 
input is utilised to obtain information 
from a database. For example, a URL like 
www.insecure.co.uk/insecure?id=1 may 
indicate a SQL injection, whereby the 
‘id’ element relates to a SQL database 
entry. By simply injecting malicious 
characters, an attacker could change 
the workflow of the SQL statement, 
resulting in remote code execution. 

What’s the danger?

In this sort of attack, an attacker 
can execute code remotely, 
compromising the server and 
leaking customer information. The 
potential damage to a business is 
significant, particularly considering 
the relatively low level of complexity 
required to accomplish the attack.

By way of example, the TalkTalk data 
breach in 2015 was accomplished by 
a simple SQL injection which allowed 
hackers to attack the website and 
gain customer data. The result was a 
£400,000 fine but also a fall in TalkTalk’s 
share price and a negative impact 
on the company’s brand image. 

Part 2: Common Technical 
Vulnerability Findings
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12. Cross-Site Scripting (XSS)
Cross-site scripting (XSS), though not as well-known as SQL injection, is 
another common vulnerability found in web applications. It is generally 
used to steal user sessions on malicious or infected websites.  

XSS is accomplished by injecting code into a website or crafting a malicious link 
that is then sent to an unsuspecting user to click in order to steal their session.

What’s the danger?

Once a user’s session has been stolen using cross-site scripting, the 
attacker is able to impersonate that user, potentially enabling them to 
access private accounts such as a bank or e-commerce account.

Conclusion 
All the vulnerabilities described in this paper are genuine examples 
and have been discovered during penetration testing by one or more of 
Chess’s Penetration Testing Engineers. 

Each example could potentially allow a malicious hacker to gain access 
to the network, establish administrative privileges and then use them to 
effect lateral movement to other systems.

Having breached business systems, the hacker can do untold damage 
from stealing sensitive data or gaining access to financial systems and 
bank accounts, to ransoming computers on the network to simply gaining 
access for the purposes of hijacking machines for a botnet.

By using a penetration testing service, you can establish what 
vulnerabilities exist on your network, then sourcing cybersecurity 
consultancy services to mitigate any vulnerabilities - and thereby improve 
overall security. 

For more information about penetration testing speak to Chess, 
specialists in security solutions with over 25 years’ experience, 33 000 
customers and 3 million licensed users throughout the UK and verified as 
meeting the rigorous standards mandated by CREST.  

Want to find out more?
This guide is designed to give general guidance, 
however EVERY network is unique and we ALWAYS 
recommend a consultation with a Chess security 
specialist if you have any concerns or questions.

0808 2713814
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